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Design and Delivery of an On-Line Masters-Level Course in
Information Security
Karen A. Forcht
Andersen Consulting Professor
Computer Information Systems/Operations Management Program
College of Business
James Madison University
Abstract
The Department of Computer Science (CS), College of Integrated Science and Technology (CISAT), James
Madison University, Harrisonburg, Virginia, recently launched a Master of Science (MS) in Computer Science
degree program with a concentration in Information Security (INFOSEC).
Responding to the demand from the technology and security communities, the program is designed to:
• Develop advanced competencies and the knowledge and skills necessary to understand relationships
between INFOSEC and Computer Science;
• Relate the technical and human components of INFOSEC and Computer Science and information
systems; and.
• Broaden career potential.

General Outline of INFOSEC
The MSCS program at JMU provides professional development opportunities for those employed in INFOSEC, as well as
information systems managers, computer science professionals, programmers, operations staff, analysts and strategic information
planners in government and private industry. The program evolved from the need for continuous improvement by professionals
in computer technologies and INFOSEC. Its strength lies in the application of sound theory and principles of INFOSEC and
Computer Science in the development and operations of information systems. Key among these principles is listening to both
the researcher and the user. (1)
The result is a program that provides content relevant to the needs of the information security and computer science
professional working in state and federal government, the military, industry and businesses and academia.
The INFOSEC concentration integrated in the MSCS program is uniquely designed to provide an interdisciplinary education
in conjunction with a technical background in Computer Science.
The basis for entry into the program focuses on the “whole person concept” which considers work experience, courses and
training while employed in industry or government, prior academic achievement and the Graduate Record Examination. The
program includes courses specifically tailored for students without previous UNIX/C experience.
IT IS IMPORTANT TO REMEMBER THAT THE PROCESS LEADING TO ACCEPTANCE INTO THE MASTER OF
COMPUTER SCIENCE WITH A CONCENTRATION IN INFORMATION SECURITY PROGRAM IS A COLLABORATIVE
EFFORT BETWEEN THE STUDENT AND THE COMPUTER SCIENCE DEPARTMENT.
The MS in Computer Science with a concentration in Information Security requires students to take ten courses worth three
credit hours each, for a total of 30 credits. Three courses cover core computer science material in Operating Systems, Software
Engineering, and Database Systems. Six courses cover topics in Information Security. One course is a capstone project course.
In addition, students with inadequate preparation for the program may need to make up deficiencies by taking one, two, or all
three of specially designed three credit hour preparatory courses, for a total of 3 to 9 credits.

Program Design
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The graduate courses offered on-line include the following:
CS 511D: Accelerated Fundamentals of Computer Systems II
CS 512D: Accelerated Fundamentals of Computer Systems III
CS 550D: Operating Systems I
CS 555:
Software Development Paradigms
CS 555D: Software Development Paradigms
CS 585:
Artificial Intelligence
CS 621D: Trusted Systems
CS 622D: Administration Security
CS 623:
Computer and Network Security and Policy
CS 627D: Cryptography
CS 674:
Database II
CS 685: Patterns and Architectures
All courses are delivered on-line in a distance learning format to remote students in the Washington, D.C. area.
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Introduction to Information Security Course
After completion of the Computer Science (CS) competency classes, the first course in the IFOSEC portion of the degree
program is the course titled, Computer and Network Security and Policy. This course involves the following:
Overview of threats to the security of information systems, responsibilities, and basic tools for information security, and
for the areas of training and emphasis needed in organizations to reach and maintain a state of acceptable security. Access
controls, trusted systems, network information security, TEMPEST, CERT, and federal security legislation and regulations.
Course includes the introduction to the language of information security and the discussion of hardware, software, and firmware
components of an information security system and their integration into an organization’s information system operations.
Permission of the graduate coordinator is required prior to enrollment in the INFOSEC program.

Course Outline
1.
2.
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4.
5.
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18.

Develop and maintain systems with UNIX tools to provide acceptable standards of security.
Evaluate the operation of programs and personnel procedures in a functioning system.
Use UNIX tools to develop and maintain systems with acceptable standards of security.
Evaluate the operation of security tools and procedures in an operating system.
Provides a broad overview of the threats to the security of information systems, the responsibilities and basic tools for
information security, and for the areas of training and emphasis needed in organizations to reach and maintain a state of
acceptable security.
Provide an introduction to the language of Information Security.
Provide an overview of hardware, software, firmware components of an Information Security System and their integration
into an organization’s information system operations for policy makers.
Make more informed policy and procedural evaluations in the information security area.
Identify and describe the contents of major government information systems security regulations, directives, and guides such
as “the Rainbow Series,” FIBS PUBS, NIST PUBS.
Define functions performed by Information Security staffs.
Chart the interrelationships among Information Security components and organizational operations as they affect policy and
procedures in their organization.
Overview
Security Models
Information System Security Tools
Communications Security
General Security Practices
Planning Information System Security
Textbook

Textbooks: Baker, Richard. Network Security: How to Plan for It and Achieve It. McGraw-Hill. New York, NY. 1995.
Russell, Deborah, Gangemi, G.T., Computer Security Basics. O’Reilly & Associates, Inc., Sebastopol, CA, 1992.

Software:

LINUX

Goals: •

Develop and maintain systems with UNIX tools to provide acceptable standards of security.
Evaluate the operation of programs and personnel procedures in a functioning system.
Use UNIX tools to develop and maintain systems with acceptable standards of security.
Evaluate the operation of security tools and procedures in an operating system.
Provides a broad overview of the threats to the security of information systems, the responsibilities and basic tools
for information security, and for the areas of training and emphasis needed in organizations to reach and maintain
a state of acceptable security.
Provide an introduction to the language of Information Security.
Provide an overview of hardware, software, firmware components of an Information Security System and their
integration into an organization’s information system operations for policy makers.
Make more informed policy and procedural evaluations in the information security area.
Use basic areas of information systems security tools to include: access control, trusted systems, network security,
TEMPEST, biometrics devices, logical security, and personal reliability to report the status of information systems
security in their organization.
Identify and describe the contents of major government information systems security regulations, directives, and
guides such as “the Rainbow Series,” FIBS PUBS, NIST PUBS.
Define terms in Information Security.
Define functions performed by Information Security staffs.
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